THESIS

On

"Terror financing-At War With The Obvious.™

SUBMITTED FOR THE AWARD OF THE DEGREE OF

Bachelor of Arts in Journalism

by
GAURAV NAYAK
Under the Supervision of
Dr.  Nidhi  Singhal
Department of Journalism
Delhi College of Arts and Commerce
University of Delhi, New Delhi 110023

Phone: 011-24109821



STUDENT DECLARATION

I, GAURAV NAYAK, hereby declare that my research paper on the topic
"Terror financing-At War with the Obvious " " is an original work done by me. The
research, analysis, findings, and conclusions presented in this work are entirely my own and

have been developed through my independent investigation.

This research paper has not been submitted, either in whole or in part, for a degree or diploma

or other qualification at any other university or institution.

| have clearly cited and referenced all sources of information that have been used in this

research paper according to the required academic conventions.

| understand the serious nature of academic dishonesty and affirm that this submission complies

with the principles of academic integrity.



Department of journalism,

Delhi college of arts and commerce,
University of Delhi, New Delhi
110023, Phone: 011-24109821

CERTIFICATE

This is to certify that the thesis titled "Terror financing-At War With The Obvious.™
submitted to Dr. Nidhi Singhal faculty, Department of Journalism, Delhi College of Arts and
Commerce, University of Delhi, in partial fulfillment of the requirements for the award of the
Bachelor of arts in Journalism, is an original work carried out by Mr. GAURAV NAYAK.

This research was undertaken under my supervision and guidance, and to the best of my
knowledge, the thesis has not been submitted for the award of any degree, diploma,
associateship, fellowship, or any other similar title at any university or institution in India or

abroad.

Date:April 21, 2025 .
sSupervisor



ACKNOWLEDGEMENT

| express my profound gratitude to all the learned individuals who have extended their valuable
cooperation and support toward the completion of my research work. First and foremost, | feel
deeply indebted to my esteemed supervisor, Dr. Nidhi Singhal, Assistant Professor,
Department of Journalism, who has been the guiding force behind this entire research
endeavor. This research work would have remained an unfulfilled aspiration without her
constant encouragement, insightful guidance, constructive criticism, and invaluable

suggestions throughout my journey.

| extend my heartfelt thanks to Dr. Neha Jingala, Teacher-in-Charge for the Department of
Journalism, for her unwavering support and for creating an academic environment conducive
to research and intellectual growth. Her administrative assistance and scholarly inputs have

significantly contributed to the successful completion of this project.

My sincere gratitude goes to Dr. Rajiv Chopra, Principal, Delhi College of Arts and
Commerce, for providing the necessary institutional support and resources that facilitated the
smooth progression of my research work. His leadership and vision have been instrumental in

fostering a culture of academic excellence within the institution.

I am particularly grateful to Dr. Akriti Kohli, Assistant Professor, whose expertise, intellectual
stimulation, and thoughtful feedback have immensely enriched the quality of my research. Her
willingness to share knowledge and provide guidance has been a constant source of inspiration

throughout this academic pursuit.

| would also like to express my appreciation to the faculty members and administrative staff of
the Department of Journalism for their cooperation and assistance in various aspects of my
research work. Their timely help with important information and procedural matters has been

invaluable.

| am deeply thankful to all the respondents who generously provided the essential information
required for this study. Their cooperation and time have been crucial to the empirical

foundation of this research.



I would be remiss if I did not acknowledge the moral support and understanding of my family
members and friends who encouraged me to persevere during challenging times. Their belief
in my abilities has been a source of strength throughout this academic journey.

Finally, 1 bow in reverence to the Almighty, whose divine grace has bestowed upon me the

strength, patience, and determination necessary to complete this research work.

Date: 21/04/25
GAURAYV NAYAK



TABLE OF CONTENTS

Chapter 1 —IntroducCtion............ooiuiiiii i e e aeas

Chapter 2 — Review of Literature............ooooiiiiiiiin i

Chapter 3 — Objectives of the Study........cooooiiiiiii e,

Chapter 4 — Hypotheses. ... .ooneiiii e

Chapter 5 — Research Methodology..........oovuiiiiiiiii e

Chapter 6 — Data Analysis and Interpretation................cooviiiiiiiin ..

Chapter 7 — Results and Findings...............cooiiiiiiiiii e

Chapter 8 — Conclusion and Recommendations.................ccoocvviiiiiiiiinnan..

RETCIEIICES. . .o e e e e,



LIST OF TABLES

Table 1: Typologies of Terrorist Financing Methods



ABSTRACT

Terror financing constitutes a foundational pillar of modern terrorism, enabling extremist
organisations to plan, coordinate, and execute violent activities across national and
international boundaries. This research critically investigates the multifarious sources and
channels through which terrorist groups acquire and move financial resources, ranging from
state sponsorship and transnational criminal networks to charitable misappropriations and
informal value transfer systems such as hawala. In recent years, the proliferation of digital
technologies—especially cryptocurrencies, online crowdfunding platforms, and anonymous
financial gateways—has significantly transformed the landscape of terror financing,

complicating detection and enforcement efforts.

The study employs a multidisciplinary approach, integrating perspectives from international
law, finance, security studies, and political economy to examine the structural vulnerabilities
exploited by terror financiers. It also evaluates the efficacy of existing global counter-terrorism
financing (CTF) mechanisms, such as those instituted by the Financial Action Task Force
(FATF), and highlights persistent challenges in regulatory harmonisation, enforcement
consistency, and inter-agency cooperation. Special attention is paid to the role of fragile and
conflict-affected states, where weak governance and corruption exacerbate the risk of financial

flows being diverted to terrorist actors.

The findings underscore the adaptive nature of terrorist financing, revealing that while
traditional funding channels remain significant, technological innovation and global financial
interconnectivity have introduced complex new risks. The research concludes that a
coordinated, intelligence-driven, and technology-enhanced global strategy is imperative to
disrupt the financial ecosystems that sustain terrorism. Key recommendations include
enhanced cross-border data sharing, stricter oversight of high-risk sectors, and targeted
capacity-building in vulnerable jurisdictions. This study contributes to the growing body of
literature urging a shift from reactive to proactive financial counter-terrorism strategies,

grounded in transparency, accountability, and international collaboration.



1.1

1.2

CHAPTER 1 INTRODUCTION

The History and Situation of Terror Funding

Often called the "lifeline" of terrorism, terrorism finance is essential to extremist grou
ps' ability to maintain operations, grow their networks, acquire weapons, train new me
mbers, and carry out attacks.

With governments, international organizations, and financial institutions stepping up t
heir efforts to track, identifyand stop the flow of illegal funds, financial disruption has
become a strategic priority in the worldwide war on terrorism.

The rise of international finance, technology, geopolitics, and ideological movements
are all closely linked to the emergence of terror financing.

Financial tactics have evolved in sophistication and scope from the state-

sponsored terrorism of the Cold War era to the dispersed, technologically adept jihadis
t networks of the twenty first century.

Hawala systems, philanthropic organizations, digital currencies, cash couriers, dumm
y corporations, and even  legal corporate businesses are examples of channel.

Both legislators and law enforcement organizations face serious difficulties as a result of this
dynamic characteristics.

Additionally, although the globalized economy has promoted growth and connectedne
ss, it has also opened up

vulnerabilities that terrorist organizations take advantage of.

Anonymity in cryptocurrency transactions, regulatory differences between countries,
and weak financial governance in conflict-prone areas all foster covert activity.

Terror financing continues to be a crucial topic for academic and policy focused resea
rch because of the

significant effects it has on international security, peacekeeping, and governance.

Conceptual Framework and Definition of Terror Financing

Defining terror financing is both essential and contentious. It sits at the intersection of
criminology, international law, finance, and political science. The Financial Action
Task Force (FATF) defines terror financing as the process by which funds are
provided for terrorist activities. However, this definition, while functional, requires
unpacking to fully grasp its legal, ethical, and practical dimensions.

Unlike money laundering, where the goal is to obscure the origin of illicit funds,
terror financing often involves the use of both lawful and unlawful income. In some
cases, legitimate earnings are voluntarily donated to causes later linked to terror
operations. This blurring of legal boundaries complicates the role of banks, NGOs,
and regulatory agencies. Furthermore, the ideological framing of certain groups as



"Freedom fighters" versus "terrorists" in different geopolitical contexts makes a
universally accepted definition difficult.

e This section of the research will explore theoretical models underpinning terror
financing, such as the economic model of crime, rational choice theory, and network
theory. By integrating these perspectives, the study will articulate a conceptual
framework for understanding the sources, channels, and intended outcomes of terror
financing. Additionally, it will distinguish between the direct financing of operations
and the broader infrastructure support, such as propaganda dissemination and
recruitment campaigns.

1.3 Key Mechanisms and Channels of Terror Financing

Terrorist organizations have proven adept at leveraging both traditional and modern financial
mechanisms to sustain operations. This section will investigate the most prevalent methods,
their operational structure, and the ways in which they evade detection. Key channels
include:

e Informal Value Transfer Systems (IVTS):
Methods such as hawala and hundi are deeply rooted in cultural and economic
systems, especially in South Asia and the Middle East. While originally developed for
remittances and trade, these unregulated systems are vulnerable to exploitation.

e Charitable Organizations and Non-Profits:
In some instances, humanitarian organizations serve as conduits for funds, whether

knowingly or unwittingly. These cases raise ethical concerns and regulatory
dilemmas, especially in conflict zones where humanitarian aid is essential.

e Digital and Cryptocurrencies:
The rise of Bitcoin, Monero, and other digital assets has created opportunities for

anonymous, decentralized financing. While still emerging, the potential for misuse of
blockchain technology warrants thorough examination.

e State Sponsorship and Elite Donors:
Certain regimes or politically motivated elites have historically financed militant
groups for strategic purposes. This dimension introduces the complicating factor of
sovereign immunity and diplomatic relations.

e Transnational Organized Crime and Illicit Trade:
Drug trafficking, arms smuggling, and human trafficking often intersect with terrorist

financing networks. Understanding these overlaps is vital for holistic
countermeasures.



1.4  Global and Regional Countermeasures Against Terror Financing

Over the past two decades, a complex architecture of counter-terror financing (CTF)
mechanisms has emerged. Institutions such as the United Nations, the FATF, INTERPOL, and
various national agencies have developed legislative, investigative, and regulatory tools
aimed at choking off the financial lifelines of terror groups. However, their effectiveness
remains uneven, with significant disparities in implementation, enforcement, and political
will.

This section will examine both international regimes (e.g., UN Security Council Resolution
1373, FATF Recommendations) and regional frameworks (e.g., EU AML Directives, African
Union counterterrorism strategies). It will also address national case studies such as:

= The United States’ Patriot Act and OFAC sanctions
= India’s Unlawful Activities (Prevention) Act (UAPA)
= Saudi Arabia’s financial regulatory reforms post-9/11

Challenges include ensuring compliance across jurisdictions, protecting civil liberties while

enhancing surveillance, and addressing the unintended consequences of financial exclusion

(e.g., de-risking of NGOs). This subtopic will explore the tension between financial security
and human rights, emphasizing the need for balanced and context-sensitive approaches.



1.5  Emerging Trends, Challenges, and Research Gaps

Terror financing is not a static phenomenon; it continuously evolves in response to new
technologies, geopolitical shifts, and law enforcement innovations. The rise of decentralized
finance (DeF1), artificial intelligence, and the dark web has introduced new arenas for
potential exploitation. Similarly, as terrorist organizations decentralize and fragment, their
financial strategies become more diffuse and harder to trace.

Key emerging trends include:

= Crowdfunding and Social Media Monetization: Platforms like GoFundMe or
Telegram-based solicitations pose regulatory challenges.

= Use of Prepaid Cards and Gift Cards: These provide a semi-anonymous, easily
transferable method of value storage and exchange.

* Trade-Based Money Laundering (TBML): Mis-invoicing in international trade
continues to be a critical, under-policed method of fund movement.

= This section will identify existing research gaps, such as the limited understanding of
gender dimensions in terror financing networks or the under-theorization of how
ideology influences financial behavior. It will also call for more interdisciplinary
research, combining insights from criminology, data science, law, and political
economy.

=  Moreover, the research will propose methodological innovations for studying terror
financing, including social network analysis, forensic accounting techniques, and
geospatial intelligence.

Conclusion of the Introduction

Terror financing remains a multifaceted and evolving challenge at the nexus of global
finance, security, and politics. This research seeks to offer a comprehensive and
interdisciplinary analysis by unpacking the definitional complexities, examining operational
mechanisms, evaluating global countermeasures, and exploring emerging trends.

The five subtopics outlined above will form the structural pillars of this dissertation, enabling
a deep dive into both theoretical and practical dimensions of terror financing. By engaging
with policy frameworks, real-world case studies, and academic debates, this work aims to
contribute meaningfully to both scholarly understanding and policy formulation in the critical
area of counter-terrorism finance.



Global Terrorism Index 2025 — Analytical Report

The Global Terrorism Index (GTI) 2025, published by the Institute for Economics & Peace
(IEP), offers a comprehensive examination of terrorism trends worldwide. Drawing on data
from Dragonfly’s Terrorism Tracker, it measures the impact of terrorism across 163 countries,
analysing incidents, deaths, and key actors. Despite a marginal decline in deaths and attacks
in 2024, terrorism remains a persistent and evolving global threat. This report presents the
key findings, trends, and regional analyses highlighted in the GTI 2025.

Global Overview

In 2024, terrorism impacted more countries than the year prior, with 66 countries
experiencing at least one terrorist incident, the highest number since 2018. A total of 7,555
deaths were recorded—a 13% decrease from 2023. However, this reduction was skewed by
the unusually high death toll from the Hamas attack on Israel in October 2023. Excluding
that, terrorism deaths would have remained consistent with recent years.

The total number of terrorist attacks declined by 3% to 3,492. However, this was primarily
due to an 85% reduction in terrorist activity in Myanmar. Without Myanmar’s decline, global
attacks would have actually increased by 8%.

Most Affected Countries and Regions

The Sahel region in Sub-Saharan Africa has become the global epicentre of terrorism,
accounting for over 51% of all terrorism deaths. Burkina Faso topped the list for the third
consecutive year, contributing to a fifth of global terrorism deaths, despite experiencing a
21% drop in fatalities. Other heavily impacted countries include Pakistan, Syria, Mali, and
Niger.

Niger recorded the highest increase in terrorism deaths—a staggering 94% jump to 930
deaths—reversing previous improvements. Pakistan saw a 45% increase, largely driven by
the resurgence of Tehrik-e-Taliban Pakistan (TTP). Iran and Russia also experienced severe
attacks, with deaths rising to 163 and 197 respectively, driven by Islamic State-Khorasan
Province (ISK) operations.

The number of fatalities remains highly concentrated, with 10 countries accounting for 86%
of all terrorism-related deaths.



Key Terrorist Groups
Four groups were responsible for the bulk of global terrorism deaths in 2024:

Islamic State (IS) and Affiliates: Active in 22 countries, IS remained the most lethal group,
causing 1,805 deaths, though this was a 10% decline from the previous year. Syria
experienced the most IS-related attacks (369), resulting in 708 deaths.

Jamaat Nusrat Al-Islam wal Muslimeen (JNIM): Operating primarily in the Sahel, JNIM was
responsible for 1,454 deaths, a 46% increase from 2023. Its attacks were the deadliest,
averaging 10 deaths per incident.

Tehrik-e-Taliban Pakistan (TTP): Deaths attributed to TTP rose by 90% to 558, reflecting
instability in the Afghanistan-Pakistan region.

Al-Shabaab: Though not as prominently featured, al-Shabaab remains influential in East
Africa, particularly in Somalia.

Approximately 36% of attacks were unclaimed. Using machine learning models, the IEP
found that actual death tolls linked to major groups like IS and JNIM are likely significantly
higher than reported.

The Sahel Crisis

The Sahel region’s instability is driven by weak governance, ethnic conflict, ecological
degradation, and geopolitical shifts. Mali, Burkina Faso, and Niger—members of the Alliance
of Sahel States—have distanced themselves from Western powers, aligning with Russia and
China instead. This shift has allowed jihadist groups like JNIM to expand their reach, even
into coastal countries such as Togo, which experienced its worst year of terrorism since the
GTI began.

The region's vast mineral wealth, especially gold and uranium, fuels the conflict. Terrorist
groups and states alike seek control over these resources, exacerbating violence. Russia and
China have increased their influence through security and economic cooperation, as France
continues to withdraw militarily.



Trends in the WestTerrorism in Western countries has shifted in nature. Lone actor attacks

increased from 32 to 52 in 2024, mainly carried out by disaffected youths radicalized online.
These attackers are often unaffiliated with known groups and are driven by a blend of

ideologies shaped by fringe digital spaces, encrypted messaging apps, and the dark web.

Europe experienced a spike in incidents, doubling from 34 to 67. Germany ranked as the 27th
most impacted country, and attacks attributed to IS and Hamas were recorded. In the United
States, antisemitic hate crimes rose by 270% in the two months following the outbreak of the
Gaza war. Similar patterns were observed in Europe and Australia.

Impact of Technology and Al

Artificial intelligence is increasingly shaping terrorism. Groups like ISK are leveraging Al to
produce sophisticated multilingual propaganda and deepfake content. Platforms like
Telegram and Rocket provide secure communication channels, while the dark web serves as a
hub for radicalisation and illicit activities.

In 2024, authorities foiled 24 publicised terrorist plots tied to IS or its affiliates, including
high-profile targets such as the Paris Olympics and a Taylor Swift concert in Vienna.
However, due to limited public disclosures, the real number is likely higher.

Al is also transforming counterterrorism by enabling real-time detection of radical content,
identifying individuals at risk of radicalisation, and deploying targeted counter-narratives.
The GTI emphasises that the future of terrorism—and counterterrorism—will increasingly
hinge on Al capabilities.

Key Statistical Highlights

Total deaths (2024): 7,555 ({13%)

Total attacks: 3,492 (|3%)

Countries with incidents: 66 (18)

Deadliest groups: IS, INIM, TTP, al-Shabaab

Worst-affected region: Sahel (51% of deaths)

Top countries: Burkina Faso, Pakistan, Syria, Mali, Niger
Western incidents: 120 attacks in Europe; 1 antisemitic violence

Technological threats: Increased use of Al and encrypted platforms by terrorists



Conclusion

Despite a minor decline in overall deaths and attacks, the 2025 Global Terrorism Index
reveals the increasingly complex and transnational nature of modern terrorism. The Sahel has
emerged as the primary hotspot, reflecting a dangerous confluence of local instability,
international disengagement, and geopolitical realignments. Meanwhile, the rise of Al-
enabled radicalisation and the proliferation of lone-wolf attacks in the West point to new,
evolving threats.

The report underscores the need for agile, technology-informed, and internationally
coordinated responses. As terrorist groups adapt, so too must global strategies, balancing hard
counterterrorism with social, economic, and digital resilience to neutralise future threats.



Chapter 2 — Review of Literature

1. Scope of the Literature review:

Terror financing represents a critical & continuously evolving dimension within the broader field
of terrorism studies. Understanding how terrorist organizations secure, move, & utilize financial
resources is paramount to effectively countering their operations & mitigating the threats they pose
to global security. The modern iteration of terrorism, often driven by ideological motivations, aims
to undermine democratic societies, making the disruption of its financial underpinnings a key
objective for governments & international bodies. Indeed, financial & material resources are
widely recognized as the essential lifeblood that sustains terrorist activities, leading to a concerted
global effort to combat their financial infrastructure. The misuse of the international financial
system for the purposes of terrorist financing carries significant economic, political, & security
ramifications at both national & international levels, underscoring the urgency & importance of
rigorous research in this domain. This literature review aims to provide a comprehensive overview
of existing research on terror financing, specifically addressing three core objectives:

-First, to investigate the mechanisms through which illicit funds are laundered & integrated into
legitimate economies;

-Second, to examine the efficacy of international counter-terror financing regulations & identify
regulatory loopholes; &

-Third, to assess the role of emerging financial technologies, such as cryptocurrencies, in
facilitating untraceable transactions.

The field of terror financing is inherently interdisciplinary, drawing insights from criminology to
underset & the motivations & methods of financial crime, from economics to analyse the flow of
illicit funds & their impact, from political science to examine state responses & international
cooperation, & from international relations to address the transnational nature of the threat.



2. The Laundering & Integration of Illicit Funds in Terror Financing
2.1. Traditional Money Laundering Stages & their Application to Terror Financing

The process of converting illegally obtained funds into seemingly legitimate assets, known as
money laundering, typically involves three distinct stages: placement, layering, & integration. In
the context of terrorist financing, these stages are adapted to serve the primary goal of funding
terrorist activities rather than necessarily generating personal wealth for the individuals involved.
The initial stage, placement, involves introducing illicit proceeds into the financial system. This
might occur through various means, such as depositing small amounts of cash to avoid detection
or using informal value transfer systems. Layering, the second stage, aims to obscure the audit trail
by creating a complex web of financial transactions. This can involve moving funds through
multiple accounts, across different jurisdictions, or converting them into various financial
instruments. The final stage, integration, involves making the laundered funds appear legitimate,
allowing them to be used for their intended purpose, which in the case of terror financing, is to
support terrorist operations. While this three-stage model provides a foundational understanding,
the specific techniques & the emphasis placed on each stage can differ significantly between profit-
driven money laundering & terrorism financing. For instance, terrorist organizations might
prioritize the swift movement & utilization of funds for immediate operational needs, such as
acquiring weapons or covering logistical expenses, rather than focusing on the long-term
accumulation of wealth or creating the appearance of legitimate affluence for individual members.
The increasing academic interest in the intersection of money laundering & terrorist financing
reflects a growing recognition of the deeply intertwined nature of these illicit activities.
Understanding how money laundering techniques are specifically adapted & employed to facilitate
terrorism is crucial for developing more effective countermeasures & identifying vulnerabilities
that might be overlooked when studying these phenomena in isolation.

2.2. Specific Mechanisms & Methods Employed by Terrorist Organizations

Terrorist organizations exhibit remarkable adaptability & resourcefulness in employing a diverse
range of mechanisms & methods to launder & move funds. These methods span both traditional
& emerging financial avenues. Exploitation of the formal financial system can involve using
seemingly legitimate bank accounts, often under false pretences or through intermediaries, to
deposit & transfer funds. Informal value transfer systems, such as Hawala, which rely on trust-
based networks rather than formal banking channels, have also been historically utilized to move
money discreetly across borders. The physical movement of cash, often involving cash couriers
who transport large sums across borders, remains a prevalent method, particularly in regions with
less stringent financial controls. Trade-based money laundering, which disguises the proceeds of
crime through the manipulation of international trade transactions, presents another significant
avenue for moving value. A particularly challenging area involves the abuse of non-profit
organizations (NPQOs). These organizations, often established for legitimate charitable purposes,
can be exploited to divert funds towards terrorist activities, either knowingly or unknowingly. The
rise of the digital age has also introduced new methods, including fundraising through social media
platforms & the utilization of emerging payment services. Terrorist organizations have
demonstrated a keen ability to adapt to technological advancements, continuously seeking out &
exploiting new channels to finance their operations.



For example, the use of gold as an alternative means for storing & moving assets has also been
observed, particularly as regulatory measures targeting the formal financial sector become more
robust. Understanding the specific nuances & evolving trends within these various financing
mechanisms is essential for developing effective counter-strategies.

Table 1: Typologies of Terrorist Financing Methods

Category Method Description

Traditional Cash Couriers Physical movement
of currency across
borders.

Traditional Hawala Informal value

transfer system based
on trust networks.

Traditional Trade-Based Money | Disguising illicit
Laundering proceeds through
manipulation of

import &  export
transactions.

Traditional Exploitation of Non- | Abusing charities &
Profit Organizations other NPOs to divert
funds for terrorist

purposes.
Emerging Social Media | Soliciting donations
Fundraising & funds through
online platforms.
Emerging New Payment | Utilizing online
Services payment platforms &
digital payment
methods.
Emerging Cryptocurrencies Using digital
currencies for
fundraising &

transferring funds.

Alternative Assets Gold Purchasing &
transporting gold as a




store of value & a
means of transferring

wealth.
Formal System Traditional Banking | Utilizing bank
Channels accounts, often
through false
identities or

intermediaries,  for
deposits & transfers.

Informal System Other Informal VValue | Utilizing other non-
Transfer Systems | bank financial

(IVTS) networks for

transferring  value,

often operating

outside formal

regulatory oversight.

2.3. Integration of Illicit Funds into Legitimate Economies: Case Studies & Examples

The final stage of the money laundering process, integration, is crucial for allowing terrorist
organizations & their operatives to utilize illicit funds without arousing suspicion. This involves
reintroducing the laundered money into the legitimate economy through various means.

One common method involves investing in real estate, where illicit funds can be used to purchase
properties, which can then be sold, rented out, or used as collateral for loans, effectively obscuring
the original source of the money. Cash-intensive businesses, such as restaurants or retail stores,
can also be exploited to commingle illicit cash with legitimate earnings, making it difficult to
distinguish between the two. The purchase of high-value assets, including jewellery, art, & luxury
vehicles, provides another avenue for integration, as these items can be later sold for seemingly
legitimate funds. Shell companies, which are legal entities that exist only on paper & have no
genuine business operations, are frequently used to conduct complex financial transactions,
making it challenging to trace the flow of illicit funds back to their origin. These seemingly normal
economic activities serve to mask the illicit origins of the funds, allowing terrorist organizations
to access & utilize these resources for operational purposes. The use of sophisticated methods,
such as layering funds through multiple transactions & across different jurisdictions, further
complicates detection efforts. The digital transformation has also introduced new challenges, with
criminals leveraging online banking, virtual currencies, & other digital tools to integrate illicit
funds into the financial system. The establishment of fake businesses provides another method for
integration, allowing criminals to legitimize their illicit funds through fraudulent payrolls or by
investing in genuine companies with illegal money. The ultimate aim of integration is to make the
illicit funds appear as if they originated from legitimate sources, thereby enabling their use in
supporting terrorist activities without attracting undue attention from law enforcement or
regulatory authorities.



3. Efficacy of International Counter-Terror Financing Regulations

3.1. Overview of Key International Regulatory Frameworks

A robust architecture of international regulatory frameworks has been established to combat the
financing of terrorism. At the forefront of these efforts are the Financial Action Task Force (FATF)
Recommendations, which serve as the globally recognized standards for anti-money laundering &
counter-terrorist financing (AML/CFT). These recommendations provide a comprehensive
framework of measures that countries should implement to detect, prevent, & disrupt the flow of
terrorist funds. The United Nations (UN) also plays a crucial role through various Security Council
Resolutions that address terrorist financing, often targeting specific terrorist groups or activities &
mandating actions for member states. Organizations like the International Monetary Fund (IMF)
contribute significantly by providing technical assistance to member countries, assessing their
compliance with international standards, & offering policy advice on AML/CFT issues. The World
Bank also supports these efforts through its work on financial integrity & development. A key
mechanism for monitoring the implementation of the FATF Recommendations is the process of
mutual evaluations, where member countries undergo peer reviews to assess the effectiveness of
their AML/CFT systems. These evaluations identify areas where countries need to strengthen their
regulatory frameworks & enforcement capabilities. The primary objective of these international
frameworks is to protect the global financial system from abuse by criminals & terrorists, thereby
enhancing financial sector integrity & contributing to overall safety & security.

3.2. Analysis of the Strengths & Weaknesses of Current Regulations

The current international regulatory regime for countering terrorist financing possesses several
notable strengths. The FATF Recommendations, being comprehensive & widely adopted, provide
a strong & consistent foundation for national AML/CFT frameworks. The peer review process
through mutual evaluations fosters a degree of accountability & encourages countries to improve
their systems. Furthermore, the involvement of multiple international organizations underscores a
global commitment to addressing this complex issue. However, the regime also faces certain
weaknesses. One significant challenge lies in ensuring consistent & effective implementation of
the FATF Recommendations across all member jurisdictions. Variations in legal systems,
resources, & political will can lead to disparities in compliance levels. Another weakness is the
constant need to adapt regulations to keep pace with the evolving methods employed by terrorist
financiers, particularly in light of new technologies. The potential for regulatory arbitrage, where
illicit actors exploit differences in regulations between jurisdictions, also poses a persistent
challenge. Additionally, concerns have been raised about the potential negative impacts of overly
stringent AML/CFT rules on financial inclusion, as these measures can inadvertently exclude
vulnerable populations from accessing formal financial services. Striking a balance between robust
security measures & promoting financial inclusion remains a critical consideration for
policymakers.



3.3. Impact of Regulatory Measures on Terrorist Financing Activities

The implementation of international counter-terror financing regulations has undoubtedly had a
significant impact on the ability of terrorist organizations to operate effectively. Efforts to combat
the financial infrastructure of terrorism are considered key to their ultimate defeat.
Comprehensive anti-money laundering regimes, drawing on various tools & regulations, aim to
expose the financial networks of terrorist organizations, provide roadmaps for authorities to those
who facilitate illicit activities, & lead to the recovery & forfeiture of unlawfully acquired assets.
The evolution of counter-terrorist financing strategies over the years reflects a continuous learning
process & adaptation to the changing nature of the terrorist threat. International cooperation & the
sharing of financial intelligence have been enhanced through these regulatory frameworks, leading
to numerous instances of successful disruption of terrorist financing networks & the seizure of
illicit funds. For example, France has actively mobilized international efforts to identify & drain
all sources of terrorist financing.

However, despite these successes, the persistent nature of terrorist financing suggests that
significant challenges remain. Terrorist organizations continue to adapt their methods, exploiting
new technologies & identifying vulnerabilities in the global financial system. While regulatory
efforts have made it more difficult for terrorist groups to move & access large sums of money
through traditional channels, the ongoing threat underscores the need for continuous vigilance &
further strengthening of the international regulatory regime.



4. Regulatory Loopholes in the International Counter-Terror Financing
Regime

4.1. Identification of Vulnerabilities & Gaps in Existing Regulations

Despite the extensive framework of international counter-terror financing regulations, several
vulnerabilities & gaps persist, which terrorist financiers continue to exploit. A significant loophole
lies in the lack of consistent & comprehensive beneficial ownership transparency across
jurisdictions. The ability to create & operate anonymous shell companies & other legal entities
allow illicit actors to obscure their identities & the true sources of their funds, making it difficult
to trace the financial trails of terrorist organizations. Ongoing gaps in legal, regulatory, &
enforcement regimes in various countries also provide opportunities for exploitation.3 The rapid
advancement of financial technologies presents another significant challenge, as regulatory
frameworks often struggle to keep pace with innovations such as virtual assets & decentralized
finance. These new technologies can offer avenues for transferring value with a high degree of
anonymity, potentially circumventing traditional AML/CFT controls. The FATF itself recognizes
the need to further strengthen efforts to tackle the financial flows that fuel crime & terrorism,
highlighting areas such as terrorist financing & beneficial ownership as key focus areas. The fact
that the United States, despite having a robust regime, still faces serious gaps in timely access to
beneficial ownership information underscores the global nature of this vulnerability. The
inconsistent regulation of certain financial sectors or activities across different countries can also
be exploited by terrorist financiers seeking jurisdictions with less stringent oversight.

4.2. Challenges in Implementation & Enforcement Across Jurisdictions

Achieving consistent implementation & effective enforcement of international AML/CFT
standards across diverse legal & political systems remains a significant hurdle. Variations in legal
definitions of terrorist financing offenses, as well as differences in the resources & capabilities of
national authorities, can lead to inconsistencies in how regulations are applied & enforced. The
presence of jurisdictions with weak AML/CFT regimes, often referred to as "safe havens,"” further
complicates global efforts, as these countries can be exploited by terrorist financiers seeking to
operate outside the reach of effective regulation. The importance of similar regulations across all
jurisdictions is highlighted by the risk of illicit actors simply choosing to operate in countries with
the weakest controls. Even within countries with seemingly strong regulatory frameworks,
challenges in inter-agency coordination & information sharing can hinder effective enforcement.
The complexity of cross-border financial transactions & the difficulties in obtaining timely &
accurate information from other jurisdictions also pose significant obstacles. Building capacity in
countries with less developed AML/CFT regimes is crucial, but this requires sustained
international cooperation & resources. The lack of political will or the presence of corruption in
some jurisdictions can further undermine implementation & enforcement efforts. Therefore, while
international standards provide a blueprint for action, their effectiveness ultimately depends on the
commitment & capacity of individual countries to translate these standards into concrete legal &
enforcement measures.



4.3. Exploitation of Legal & Regulatory Differences by Terrorist Financiers

Terrorist financiers actively & strategically exploit the differences in legal & regulatory
frameworks that exist between countries to facilitate their activities. One common tactic involves
routing funds through multiple jurisdictions with varying levels of scrutiny. By moving money
across borders & through different financial systems, they aim to obscure the origin & intended
use of the funds, making it more difficult for law enforcement agencies to trace the financial trail.
The availability of anonymous financial instruments in certain countries, such as bearer shares or
pre-paid cards with lax identification requirements, can also be exploited to move & store value
without leaving a clear audit trail. Differing interpretations & levels of enforcement of
international standards, such as the FATF Recommendations, create opportunities for terrorist
financiers to operate in jurisdictions where compliance is weaker or where specific types of
financial activities are less closely monitored. The use of tax havens & offshore financial centres,
which are characterized by high levels of banking secrecy & low levels of transparency, has long
been a concern in the context of illicit finance, including terrorist financing. These jurisdictions
can provide a veil of anonymity, making it challenging to identify the true owners of assets & the
sources of funds. The increasing use of online platforms & virtual assets further complicates this
issue, as these technologies can facilitate cross-border transactions that are difficult to track &
regulate within traditional jurisdictional boundaries. Terrorist financiers often demonstrate a
sophisticated understanding of these regulatory differences & actively seek to leverage them to
their advantage, highlighting the need for greater harmonization & cooperation in international
regulatory efforts.



5. The Role of Emerging Financial Technologies in Facilitating Untraceable
Transactions

5.1. Analysis of Cryptocurrency Usage in Terror Financing

The emergence & increasing adoption of cryptocurrencies have introduced a new dimension to the
challenges of countering terrorist financing. Terrorist organizations are increasingly exploring &
utilizing cryptocurrencies for fundraising, transferring funds, & potentially making purchases.
The perceived advantages of cryptocurrencies for illicit activities include their potential for
anonymity, decentralized nature which bypasses traditional financial intermediaries, & the ease of
conducting cross-border transactions without the need for traditional banking channels.1 Case
studies have documented instances of terrorist groups, such as Hamas, al-Qaeda, & ISIS, using
cryptocurrencies like Bitcoin & others for soliciting donations & moving funds to support their
operations. For example, the U.S. Department of Justice has taken actions to disrupt Hamas's
terrorist financing schemes involving cryptocurrency seizures. However, the notion that
cryptocurrency transactions are entirely untraceable is contested. The underlying blockchain
technology, which records all transactions, is in fact publicly visible, offering opportunities for
law enforcement agencies equipped with the right analytical tools to track & trace the flow of
funds. Despite the transparency of the blockchain, terrorist organizations are adapting their
techniques, including using privacy-enhancing cryptocurrencies like Monero & employing
sophisticated methods to obfuscate transactions, such as virtual currency mixing services. While
cryptocurrency has become a tool for terrorist financing, the scale & effectiveness of its use
compared to traditional methods remain a subject of ongoing debate. Some argue that the inherent
traceability of blockchain makes it less suitable for large-scale illicit financing, while others
highlight the growing sophistication of terrorist groups in leveraging this technology.

5.2. Other Emerging Technologies & their Potential for Terrorist Financing

Beyond cryptocurrencies, other emerging financial technologies also present potential avenues for
terrorist financing. Crowdfunding platforms, which allow individuals & organizations to raise
funds from a large number of people online, have been identified as a potential risk.

While primarily used for legitimate purposes, these platforms can be exploited by terrorist groups
to solicit donations from unsuspecting individuals. Mobile payment systems, which facilitate
instant money transfers through mobile devices, offer another convenient but potentially
vulnerable channel for moving funds. The ease & speed of these transactions, coupled with varying
levels of security & regulation, could be exploited for illicit purposes. Online gaming platforms &
virtual gaming sites, where virtual currencies & assets can be exchanged, also present a risk. Illicit
funds could potentially be converted into virtual currencies within these games & then transferred
back into real, usable, & untraceable "clean" money. Decentralized finance (DeFi) platforms,
which aim to provide financial services without traditional intermediaries like banks, pose a
particularly complex challenge for regulation due to their distributed & often anonymous nature.
The increasing adoption of these diverse emerging financial technologies necessitates ongoing
analysis of their potential vulnerabilities & the development of appropriate countermeasures.



5.3. Regulatory Responses to the Use of New Technologies in Illicit Finance

Regulatory bodies at both national & international levels are actively responding to the challenges
posed by the use of emerging financial technologies in illicit finance, including terrorist financing.
The FATF has been at the forefront of these efforts, extending its existing AML/CFT standards to
virtual assets & virtual asset service providers (VASPs). These standards require VASPs to
implement measures such as customer due diligence & transaction monitoring to prevent the
misuse of virtual assets for money laundering & terrorist financing. Many countries are in the
process of developing & implementing specific regulations to govern the virtual asset space.

For instance, the concept of the "crypto Travel Rule” mandates that VASPs collect & disclose
sender & beneficiary information for crypto asset transfers above a certain threshold. Financial
intelligence units (FIUs) are also enhancing their capabilities to analyze & track virtual asset
transactions. However, significant challenges remain in achieving effective global regulation &
enforcement in this rapidly evolving technological environment. The cross-border nature of virtual
assets & the decentralized nature of some platforms make it difficult to apply traditional regulatory
frameworks. International cooperation & information sharing are crucial for addressing these
challenges. Regulatory efforts are also focusing on other emerging technologies, such as
crowdfunding & mobile payments, to ensure that appropriate safeguards are in place to prevent
their exploitation for terrorist financing. The goal is to foster innovation while mitigating the risks
associated with these new financial tools.



6. Conclusion: Synthesis of Key Findings & Directions for Future Research

This literature review has highlighted the persistent & evolving threat of terror financing,
underscoring the critical need for ongoing research & effective countermeasures. The mechanisms
through which illicit funds are laundered & integrated into legitimate economies are diverse &
adaptable, ranging from traditional methods like cash couriers & informal value transfer systems
to the exploitation of formal financial channels & emerging technologies. International counter-
terror financing regulations, spearheaded by the FATF & supported by the UN, IMF, & other
organizations, provide a crucial framework for combating this threat. However, the efficacy of
these regulations is often hampered by inconsistencies in implementation & enforcement across
jurisdictions, as well as the persistent exploitation of regulatory loopholes, particularly concerning
beneficial ownership transparency & the rapidly evolving landscape of financial technology. The
emergence of cryptocurrencies & other new financial technologies presents both opportunities &
challenges for terrorist financing. While these technologies offer potential advantages for illicit
actors due to their perceived anonymity & ease of cross-border transfer, the inherent transparency
of some, like blockchain, also provides avenues for detection & disruption.

Future research should focus on several key areas. Firstly, there is a need for continued
investigation into the evolving typologies of terrorist financing, particularly in the digital age, to
better understand how terrorist organizations are adapting to new technologies & regulatory
measures. Secondly, research should critically evaluate the effectiveness of specific regulatory
interventions & explore innovative approaches to address existing loopholes & the challenges
posed by emerging financial technologies, such as DeFi & privacy-enhancing cryptocurrencies.
Thirdly, further study is needed on the impact of financial inclusion initiatives on counter-terror
financing efforts, aiming to identify strategies that promote both financial access & security.
Finally, interdisciplinary research that brings together expertise from finance, technology,
criminology, & international relations is crucial for developing a more comprehensive
understanding of the complexities of terror financing & for formulating more effective & adaptive
counter-strategies in this constantly evolving field.



Chapter 3 — Objectives of the Study

The objective of Terror Financing—At War with the Obvious is to critically
analyse the covert financial networks that sustain terrorist organizations, uncovering

systemic vulnerabilities within global financial institutions. This study aims to:

+ Investigate the mechanisms through which illicit funds are laundered and

integrated into legitimate economies.

+» Examine the efficacy of international counter-terror financing regulations

and identify regulatory loopholes.

+ Assess the role of emerging financial technologies, such as cryptocurrencies,

in facilitating untraceable transactions.




Chapter 4 — Research Methodology

1. Research Design

Given the complex nature of terror financing, a multi-method research design is essential &
employed:

- Qualitative Approach: Exploring the socio-political contexts that enable financial
structures supporting terrorism.

- Quantitative Approach: Analysing transactional patterns, fund movements, and
laundering mechanisms.

- Mixed-Methods Framework: Combining case study analysis, comparative policy
assessments, and econometric modelling.

- Comparative Analysis: Evaluating global counter-financing strategies, identifying
vulnerabilities in state financial mechanisms.

Theoretical Foundation
This research aligns with multiple economic and criminological theories, including:

- Routine Activity Theory (Cohen & Felson, 1979): Understanding how financial
opportunities enable illicit transactions.

- Shadow Economy Theory (Schneider, 2010): Examining the unregulated financial
networks terrorist’s exploit.

- Financial Network Theory: Mapping illicit monetary flows through layered transaction
pathways.

2. Data Collection Methods

Secondary Data Sources

These establish historical and contemporary trends:

» Government Financial Records: Examination of treasury reports and international
financial transaction databases.

» Regulatory Reports: Reviewing Financial Action Task Force (FATF) assessments, UN
Counter-Terrorism measures, and compliance frameworks.

» Academic Literature & Think-Tank Publications: Synthesizing existing knowledge on
illicit financial networks.

Data Type & Classification

* Quantitative Data: Fund transfer routes, blockchain transactions, shell company
registrations.

= Qualitative Data: Behavioural analysis of financial operators, regulatory weaknesses,
policy loopholes.



3. Analytical Frameworks

To derive meaningful insights, this study employs rigorous analytical frameworks:
-- Network Analysis

a) Social Network Mapping: Identifying key players in terror financing operations.

b) Financial Transaction Pathways: Tracing fund movements across banking systems and
intermediaries.

c) Shell Corporation Linkage Analysis: Connecting offshore entities and illicit
beneficiaries.

-- Economic Modelling

a) Illicit Flow Projection Models: Forecasting monetary leakage through unregulated
markets.

b) Impact Assessment of Regulatory Measures: Evaluating financial countermeasures
against historical terrorist operations.

¢) Cryptocurrency Risk Modelling: Assessing digital asset vulnerabilities to financial
crimes.

-- Policy and Regulatory Assessment

a) Comparative Policy Analysis: Evaluating global anti-money laundering (AML)
enforcement discrepancies.

b) Legal Loophole Identification: Pinpointing weaknesses in financial oversight

legislation.

c) Risk Assessment Frameworks: Determining susceptibility in banking sectors and
financial intermediaries.



4. Ethical Considerations

Given the sensitive nature of terror financing, ethical safeguards are paramount.

a) Transparency and Compliance: Adhering to financial crime investigation protocols.

b) Data Confidentiality: Avoiding direct exposure to classified intelligence reports.

c¢) Institutional Ethics Clearance: Ensuring compliance with academic research integrity
standards.

5. Limitations of the Study.

While comprehensive, this research must acknowledge its inherent limitations:
a) Data Accessibility Constraints: Restricted access to intelligence databases and

encrypted financial transactions.

b) Risk of Misinterpretation: Potential misinformation from unverified sources.

c) Geopolitical Sensitivities: Varying national regulations hinder comparative assessments

# Conclusion

This research methodology provides a robust framework for dissecting terror financing
mechanisms. It integrates economic models, social network analysis, and policy assessments,
ensuring a comprehensive and academically rigorous investigation.



Chapter 5 — Data Analysis and Interpretation

1. Text & Context

This report analyzes existing literature to interpret data and trends concerning the financial
aspects of terrorism. Specifically, it focuses on the mechanisms used to launder and integrate
illicit funds into legitimate economies and the role of emerging financial technologies, such as
cryptocurrencies, in facilitating untraceable transactions for terrorist purposes. While precise
statistical data on these clandestine activities is limited, this analysis synthesizes available

research to highlight key trends and estimated magnitudes.

2. Laundering and Integration of Illicit Funds

Money laundering, the process of concealing the origins of illegally obtained money, is a
critical component of terrorist financing. Global estimates suggest that the amount of money
laundered annually ranges from 2% to 5% of the world's Gross Domestic Product (GDP),
translating to trillions of US dollars. This substantial figure underscores the scale of the
challenge in tracking and disrupting illicit financial flows that could potentially be used for

terrorism.

Terrorist organizations employ a variety of established methods to launder and integrate their
funds into the legitimate economy. These methods include utilizing cash-intensive businesses
to mix illicit cash with legitimate earnings, investing in high-value assets such as real estate
and precious metals, and employing shell companies to obscure the source of funds through
intricate financial transactions. For instance, breaking down large sums of money into smaller,
less suspicious amounts (known as "smurfing") and depositing them across multiple accounts
or jurisdictions is a common technique. Trade-based money laundering, which involves
manipulating the value or volume of goods in international trade, also serves as a significant

method for moving illicit funds across borders.



While specific statistical breakdowns of laundered funds directly linked to terrorism are not
readily available, the vast scale of global money laundering indicates that terrorist
organizations likely leverage these conventional methods to finance their operations. The
interconnectedness of various criminal enterprises also means that funds generated from
activities like drug trafficking, fraud, and human trafficking can be laundered and potentially

redirected to support terrorist activities.

Conceptual Graph: A
A conceptual graph illustrating the process would depict three interconnected stages:

- Placement: Illicit funds (e.g., cash donations, criminal proceeds) enter the financial
system through methods like small cash deposits or initial cryptocurrency purchases.

- Layering: The funds are moved through a series of complex transactions (e.g., transfers
between multiple accounts, across borders, conversion into different assets, use of shell
companies) to obscure their origin.

- Integration: The laundered funds are reintroduced into the legitimate economy through
investments (e.g., real estate, businesses), purchases of high-value assets, or seemingly

legitimate business transactions, making them available for terrorist activities.



3. Role of Emerging Financial Technologies (Cryptocurrencies)

Emerging financial technologies, particularly cryptocurrencies, have introduced new avenues
for terrorist financing. Terrorist organizations are increasingly exploring and utilizing
cryptocurrencies for fundraising, transferring funds, and potentially making purchases,

attracted by the perceived anonymity and ease of cross-border transactions.

Reports indicate that between 2020 and 2023, cryptocurrency wallets linked to Hamas received
approximately $41 million. Additionally, investigations have revealed instances of other
terrorist groups, such as ISIS and Al-Qaeda, using cryptocurrencies for fundraising and
operational purposes. While the overall volume of cryptocurrency used for terrorist financing
is still considered relatively small compared to traditional methods involving fiat currencies,
the trend suggests increasing adoption and sophistication in their use. In 2024, the total value
received by illicit cryptocurrency addresses was estimated to be around $40.9 billion, with
potential to reach $51 billion as more data is attributed. However, the proportion of illicit
activity within the total cryptocurrency transaction volume remains relatively low, estimated at

0.14% in 2024.

The notion that cryptocurrency transactions are entirely untraceable is debated. While the
underlying blockchain technology records all transactions publicly, offering avenues for law
enforcement with the right tools to track funds, terrorist organizations are adapting their
techniques. This includes using privacy-enhancing cryptocurrencies like Monero, employing
mixing services to obfuscate transaction trails, and utilizing unhosted wallets to bypass
regulatory controls. There is also an observed preference for stablecoins like Tether among

some terrorist groups for moving and storing funds.



4. Challenges in Data Collection and Interpretation

Obtaining precise statistical data on terror financing remains a significant challenge due to the
inherently clandestine nature of these activities. Transactions are deliberately concealed, and
methodologies for tracking and attributing financial flows to terrorism can vary, leading to
potential inconsistencies in reported figures. The constantly evolving methods used by terrorist
financiers, especially with the emergence of new technologies, require continuous adaptation

of data collection and analysis techniques.

5. Conclusion

Terrorist organizations continue to utilize both traditional and emerging financial methods to
support their operations. While established money laundering techniques remain significant
due to the scale of the conventional financial system, the increasing adoption of
cryptocurrencies presents a growing concern. Although the current volume of cryptocurrency-
based terror financing is relatively smaller, the adaptability of terrorist groups in leveraging
these technologies necessitates ongoing vigilance and the development of effective
countermeasures to keep pace with these evolving trends. Continuous research and data
analysis are crucial for understanding these dynamics and informing strategies to disrupt

terrorist financing networks.



Chapter 6— Results and Findings

The research undertook an in-depth analysis of the Global Terrorism fundings, examining its
implications in understanding and countering terrorist financing mechanisms. The study
evaluated historical data, comparative trends, and thematic patterns to uncover insights on

how terrorism financing operates and evolves across different geopolitical landscapes.
1. Trend Analysis of Terrorist Activities and Financing

A longitudinal analysis of the GTI data from 2000 to 2023 revealed significant fluctuations in
the intensity and frequency of terrorist attacks. Key conflict regions such as the Middle East,
South Asia, and parts of Sub-Saharan Africa showed persistent vulnerabilities, largely
attributed to unstable governance structures and weak financial regulatory frameworks. A
correlation emerged between high GTI scores and increased likelihood of illicit financial

flows, indicating that terrorism and its funding mechanisms are deeply interlinked.
2. Patterns in Terrorism Financing

Findings identified common methods of terror financing, including informal value transfer
systems (e.g., Hawala), exploitation of charitable organizations, and the use of new financial
technologies like cryptocurrencies. The decentralization of terrorist cells and the use of digital
platforms have complicated traditional detection and disruption efforts. Evidence showed that
regions with minimal financial surveillance or regulatory oversight provided fertile ground

for financing activities.
3. Geopolitical and Socioeconomic Drivers

Countries experiencing prolonged conflict, political instability, and economic disparities
exhibited a higher incidence of terror financing cases. These environments facilitated the
growth of shadow economies and created opportunities for terrorist networks to launder
money through legitimate businesses, often under the guise of economic necessity or local

political patronage.



4. Effectiveness of Regulatory Frameworks

The study evaluated the implementation of anti-money laundering and counter-terrorism
financing (AML/CTF) standards, particularly the FATF Recommendations. It was observed
that while countries with robust AML/CTF regimes exhibited reduced terrorist financing
cases, many states lacked the institutional capacity or political will to enforce these
frameworks effectively. Discrepancies in enforcement and compliance were particularly

evident in developing nations.
5. Use of GTI in Policy and Intelligence

The GTI has proven to be a valuable policy tool for identifying risk patterns and allocating
counter-terrorism resources more strategically. However, its limitations were also noted —
including reliance on reported incidents, possible underreporting in fragile states, and
difficulty capturing emerging threats like cyber-terrorism financing. Despite these challenges,
the GTI remains a crucial instrument for comparative and temporal analyses of terrorism-

related phenomena.
6. Emergence of Non-traditional Terrorist Actors

A rising trend was observed in the participation of domestic and ideological extremist groups,
which often have less complex financing needs but are equally disruptive. These groups tend
to operate in more developed economies, exploiting crowdfunding platforms, social media,
and micro-donations to sustain their operations. This underscores a shift from large,

transnational networks to more fragmented but ideologically potent actors.
7. Impact of International Sanctions and Interventions

International sanctions, military interventions, and diplomatic measures were partially
successful in disrupting large-scale funding networks. However, they often led to the
evolution and adaptation of terrorist strategies, including decentralization and increased use
of legitimate fronts. The study found that sanctions, when not paired with comprehensive
regional cooperation and financial intelligence sharing, often drove these activities

underground.



Chapter 7 — Conclusion and Recommendations

Conclusion

The multifaceted issue of global terrorism funding remains a deeply entrenched and evolving
threat to international peace, stability, and economic integrity. Despite significant
advancements in surveillance, legal frameworks, and counter-financing strategies, terrorist
groups continue to exploit both traditional and novel financial avenues with considerable
dexterity. The contemporary landscape of terrorism financing reflects an intricate blend of
state-sponsored support, charitable misappropriations, transnational criminal enterprises,

informal money transfer systems, and increasingly, digital currencies.

It is evident that terrorism financing is not an isolated phenomenon but a complex network of
interdependent systems that span across jurisdictions, economies, and regulatory regimes.
While conventional banking systems and formal financial institutions have largely embraced
international counter-terrorist financing (CTF) standards, gaps persist—particularly in
jurisdictions with weak governance, high corruption indices, and political complicity.
Furthermore, the underregulated or unregulated nature of informal financial networks such as
hawala continues to offer a resilient channel for illicit fund movement, often beyond the reach

of formal scrutiny.

The growing role of technology in terrorism financing, notably through cryptocurrency
transactions, crowdfunding platforms, and online payment gateways, presents new and urgent
challenges. These channels afford anonymity, speed, and cross-border functionality that are
difficult to monitor without sophisticated technological infrastructure and real-time intelligence
collaboration. The acceleration of cyber-enabled terrorism finance indicates a pressing need for

states to balance innovation with regulatory oversight.

Furthermore, non-profit organisations (NPOs), often operating in fragile and conflict-affected
regions, are increasingly susceptible to infiltration or misuse by terrorist entities. While NPOs
provide critical humanitarian assistance, the absence of rigorous compliance and monitoring
mechanisms leaves room for financial leakages and exploitation. In particular, front
organisations posing as charities continue to divert donor contributions towards violent

extremism, thereby undermining the credibility of legitimate philanthropic efforts.



In analysing state-sponsored terrorism, it becomes apparent that certain regimes have either
passively tolerated or actively facilitated the financing of non-state violent actors to advance
geopolitical agendas. Such practices, though veiled in political rhetoric, fundamentally
destabilise regional peace efforts and contravene international legal norms. Global political will
remains fragmented in enforcing sanctions or diplomatic consequences, especially when

powerful state actors are involved.

Moreover, the nexus between organised crime and terrorism financing has grown stronger.
[llicit drug trafficking, human smuggling, illegal mining, and arms trading serve as major
sources of revenue for terrorist networks. These criminal economies are often localised but
possess global repercussions through their financing links with ideologically driven militant

groups.

Financial Intelligence Units (FIUs), intergovernmental bodies such as the Financial Action
Task Force (FATF), and multilateral institutions have made commendable strides in shaping
CTF policies and promoting compliance. However, the effectiveness of these measures is often
diluted by jurisdictional disparities, non-cooperative states, and the varying levels of
institutional capability among national actors. The enforcement of CTF frameworks,

particularly in developing or fragile states, remains inconsistent and largely symbolic.

In sum, the financing of global terrorism is dynamic, adaptive, and transnational in scope.
Combating it necessitates an equally dynamic, multifaceted, and cooperative international
response that aligns policy, technology, diplomacy, and law enforcement. The efforts thus far,
although significant, require enhanced coordination, political resolve, and innovative thinking

to anticipate and pre-empt the evolving nature of terrorist financial ecosystems.



Suggestions

1. Harmonisation of Global Legal Frameworks
There exists a pressing need to harmonise anti-terrorism financing laws and
compliance protocols across jurisdictions. While FATF recommendations provide a
baseline, their enforcement must be uniformly interpreted and integrated into

domestic legal codes with robust punitive measures for non-compliance.

2. Enhanced Regulation of Informal Financial Systems
Governments must introduce formal licensing and regulatory oversight for money
service businesses, particularly hawala networks, while simultaneously offering
incentives to transition into the formal banking sector. Community-level engagement

and education are crucial in regions where informal systems are culturally entrenched.

3. Real-Time Financial Intelligence Sharing
Bilateral and multilateral agreements should be reinforced to facilitate real-time
intelligence exchange. A decentralised but interconnected system of Financial
Intelligence Units could significantly improve the global community’s ability to

detect and dismantle terrorist financial pipelines.

4. Greater Oversight of Non-Profit Organisations
Regulatory authorities must impose mandatory financial audits, registration systems,
and transparent reporting mechanisms for all charities operating in high-risk zones. At
the same time, care should be taken not to inhibit genuine humanitarian work,

necessitating a risk-based, proportionate regulatory approach.

5. Cryptocurrency Monitoring Frameworks
Governments and regulatory bodies should invest in blockchain analytics and partner
with technology firms to trace suspicious digital asset flows. Licensing and Know-
Your-Customer (KYC) standards must be mandatory for all cryptocurrency

exchanges, including decentralised finance platforms.

6. Targeted Sanctions and Diplomatic Leverage
States found complicit in terrorism financing should face targeted sanctions, asset
freezes, and diplomatic isolation through a coordinated response by international
actors. A reformed global sanctioning mechanism should be depoliticised and

administered through a neutral, law-based body.



7.

10.

11.

12.

Capacity Building in Fragile States

Donor nations and multilateral organisations should prioritise building institutional
capacities in fragile and post-conflict states. Training for financial regulators, customs
officials, and law enforcement can help local authorities detect and combat illicit

financial flows effectively.

Public-Private Partnerships in Financial Surveillance

Banking institutions, fintech companies, and telecom service providers should be
integrated into a national counter-terrorism finance architecture. Incentivising
technological innovation in financial surveillance and anomaly detection will be key

in identifying complex money-laundering schemes linked to terrorism.

Community Engagement and Counter-Narrative Investment

Terrorism financing also thrives on ideological support. Governments should invest in
grassroots awareness campaigns and support community-based organisations that
promote counter-narratives to extremist ideologies, thereby curbing the human

resource and financial mobilisation capacity of terrorist groups.

Annual Multilateral Review Mechanism

An independent, multilateral review forum should be established to assess and report
annually on terrorism financing trends, compliance levels, and emerging threats. Such
a mechanism would allow for adaptive strategy-making and hold states accountable

for international obligations.

Anti-Corruption as a Counter-Terrorism Strategy
Corruption often serves as the enabling environment for terrorism financing. Anti-
corruption initiatives, judicial reform, and transparency in public finance must be

treated as integral components of national and global counter-terrorism strategies.

Academic and Policy Research Integration

Finally, fostering greater integration between academic research and policy
implementation can bridge existing gaps in strategy formation. Continuous research
funding and institutional collaboration will ensure that counter-terrorism financing

policies remain evidence-based, anticipatory, and context-specific.
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